SOC 2 Type 1
Done simple
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e  Shipmonk se nastéhoval do Impacthub Brno!

H e I I o B r n ol ° TéSime se na nové tvare a tech talks!
o

e  Shipmonk RnD je nyniv Praze, Brné a na Floridé
plus nékolik fully remote locations
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What is the SOC 2 compliance good for?
Why should | start early?
Compliance automation - new trend?

SOC 2 Type 1
Done Simple

° How it's helping?
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What is SOC 2 compliance good for?

Your customers

SOC 2 is an interface between companies to validate their
practices in processing and protecting information

Your company

SOC 2 provides structure into your company. From top to
the bottom.

Housekeeping best practices

Onboarding / offboarding structure
Auditing / savings on unused licenses
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COMPLIANGE / SOC 2

sOC 2

Controls

46%

37 completed 80 total
Qs Filterby  Status

ccu

View analytics

Tests &
-—

Documents &7

Owner

721125

sex

32139
a2%

Audit timeline

# Edit system description

+ Add custom control  More v

View as auditor  View audits

© Onservation completed

COSO Principle 1: The entity demonstrates a commitment to integrity and ethical values.

conTROL

Code of Conduct acknowledged by contrac...

Confidentiality Agreement acknowledged b.

Confidentiality Agreement acknowledged b.

Employes background checks performed

Performance evaluations conducted

Gode of Conduct acknowledged by employ.

cC12

COSO Principle 2: The board of directors

# Congratulations!

Jump to Section v Group by Section

CONTROL

Board expertise developed

Board meetings conducted

Board oversight briefings conducted

Board charter documented

evoeNCE sTATUS carecony owner STANDARD CODE
o Administrative Unassigned ccn

o210 Administrative Unassigned ccn
O3 Administrative Unassigned ccn
om Administrative Unassigned cc1-coa
omn Administrative Unassigned cci-cea-cets

) 2/a Administrative Unassigned cc1i-ces

from management and it of the development and performance of nternal control

EVDENCE STATUS cATEGORY owner STANDARD CODE
O 22 Administrative Unassigned ccr2
omn Administrative Unassigned cci2
omn Admiristrative Unassigned ccz
O 22 Administrative Unassigned c€c12-cc13
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Starting early

e  The best time to start with SOC 2 or similar is
when starting the company.

e  Onboarding any best practices or standard is
always more complicated later (and takes more
resources).
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Compliance
automation = win - win



Compliance automated

No papers, word docs or excel sheets

° Fully integrated into your environment - AWS, GSuite, Gitlab
° Automated compliance system provides you real time overview
° The auditor can log into it and get the evidence

Compliance status always available DRATA

° Anybody in your team can access anytime and see any issues
° Realtime comparing users, access, licenses, best practices

No need to repeat audit every year

e  Savingyour's and auditors resources ( hyper
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TESTS

e You can run any tests out of the box
e You can build and integrate your tests
e All the best practices you'd like to see at one place

cATEGORY
Al

HR

w

Policy
Engineering
Risks

Custom

DEACTIVATED

Alldeactivated

Monitors: Engineering
a searen Er andora
OK
58%
—_—
90K
Nave

Tabletop disaster recovery exercise
soc2

Security impact considered in merge requ.
Application changes reviewed

s0c2

SQL database CPU monitored
soc2

SQL database freeable memory monitored...

Database [0 monitored (AWS)
soc2

SQL database free storage space monitore...
soc2

Enabled IAM User Access Keys are not old.

IMDSV1 is disabled on EC2 Instances

CloudTrail trails have log file integrity valid...

‘Sample of remediated vulnerabllities
Critical vulnerabilties identified in contain.

Snowflake accounts associated with users.
socz

Application status page

Type  Owner

49

84 total

GATEGORY

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

Engineering

— Onty peoming 5 i
suts ntograton | contol | 0 X
Needs attention 35
€2 Overdue 12
© Due soon 1
@ Needs remediation (no SLA assigned) 22
Maté] Smisek Document. 3 Oct 31,2022
p— Ton & Do 2z, 2022
Mat&] Smiek Test @ Dec 22, 2022
Mat&] Smidek Test 3 Janize, 2023
" - & Jan 26,2023
Mate] Suiiek e 3items to remediate
Matéj Smisek Test R Jen26,2029
Matéj Smisek Test 9 Jan 26, 2023
e 02,2023
Unassigned Test 79 items to remediate.
o Feb 02,2025
Uniggslgned Teet 77 items to remediate.
Unassigned Test 8 Feni0g;2023
Unassigned ¢ Document. % Feb 13, 2023
Unassignea Tos gz 20m
Matgj Smisek Test ® Mar21, 2023
Unassigned vocument @ —
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Policies + Add custom policy ¢ EditSLAs  Download language:  English v More v

Q Search by name Filterby ~ Standard  Status  Type Require my approval Sortby  Recommendation v
NAME STANDARDS STATUS LAST APPROVED VERSION
° Py Code of Conduct soC 2 ° 0K Sep 19 2022 - 420 out of 865 accepted
Po I I cl es Information Security Policy (AUP) soc 2 ® 0K Sep 19 2022 - 420 out of 865 accepted
Information Security Roles and Responsibilities soc 2 ° 0K Sep 19 2022 - 84 out of 99 accepted
Asset Management Policy soc 2 ° 0K Sep 192022 - 19 out of 25 accepted

. Adopt pOllCleS Out Of the bOX and Custom|ze them Access Control Policy soc2 ® 0K Sep 20 2022 - 85 out of 99 accepted
0 Data Management Policy SoC 2 ® OK Jan 22023 - 420 out of 865 accepted
e Create your own - “e.g. Software Development
Operations Security Policy SOC 2 ® OK Sep 29 2022 - 82 out of 93 accepted
Life Cyc | e" Human Resource Security Policy soc 2 * 0K Sep 19 2022 - 8 out of 14 accepted

e Track the acknowledgement and completion

Risk Management Policy s0C 2 ® 0K Sep 192022 - 5 out of 8 accepted
Third-Party Management Policy s0C 2 ® 0K Sep 29 2022 - 19 out of 25 accepted
Cryptography Policy SOC 2 ® OK Sep 19 2022 - 82 out of 93 accepted
Business Continuity and Disaster Recovery Plan soc 2 ° 0K Sep 19 2022 - 82 out of 93 accepted
Incident Response Plan soc2 ® 0K Sep 19 2022 - 82 out of 93 accepted
Secure Development Policy soc 2 ® 0K Dec 5 2022 - 71 out of 82 accepted

1-150f 15results  Show 100 v results per page Previous  Next
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Access management

e Continuously monitor access to your systems -
compare against employees, terminated employees

e Save costs

e Improve security

Slack accounts deprovisioned when employees leave  ® Needs attention  Last refreshed 44 minutes ago

> 0Asana tasks

Items to remediate  © Due date based on SLA of 3 days

The following accounts have not yet been deprovisioned
Needs attention ~ Deactivated

NAME DATE DETECTED REMEDIATE BY

December 16, 2022

dennis.adams@shipmonk.com December 09, 2022 Decsnbet 16,
ticardocaicedo@shipmonk.com December 17,2022 i
Keisten aap@shipmonk.com January 06, 2023 gy 19,2023
foxana.romero@shipmonk.com January 06, 2023 é"i?ffiﬂﬁfifa
ruth.villatoro@shipmonk.com January 06,2023 January 15,2023
erka gonzalez@shipmonk.com sanary 06, 2023 sy 19,2023
alma.diaz@shipmonk.com January 06, 2023 gy 15,2023
robert.coates@shipmonk.com January 10, 2023 e O
fichard hughes@shipmonk.com January 11,2023 sy 203
tracy.govan@shipmonk.com January 12,2023 fg:zx:?; ?ﬁ?i -
pankita patel@shipmonk.com January 16, 2023 oy 2023
bhavikaben patel@shipmonk.com January 20,2023 danary 22023
sindlasantos@sHibmonkcom January 20,2023 Janiary 27,2023
suzana.majstorovic@shipmonk.com February 03, 2023 February 06, 2023

Due about 1 manth ago

1140f 4 results  Show 100 v results per page

= Refresh test

Create task
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Quick demo
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Be careful about

e  Make it meaningful - meet the internet, don't
please the auditors

e  Prevent“checkboxes” - these don't help

e  Don't build the system in house - there are many
options

e  Startearly



Thank you!

Questions?




